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1 BACKGROUND

The overall objective of the nuclear security measures or physical protection systems (PPS)
is to minimize the vulnerability to and opportunity for unauthorized removal of nuclear or
radioactive material in use or storage and of sabotage of nuclear or radioactive material and
nuclear facilities. This is achieved by implementing an effective and efficient PPS or nuclear
security measures. The effectiveness of the PPS or nuclear security measures refers to its
capability to prevent the successful execution of a malicious act and to prevent and/or mitigate
radiological consequences thereof.

The document provides guidance on the regulatory requirements as contained in the draft
General Nuclear Security regulations. Due to the lengthy promulgation process for regulations,
and the fact that the guidance provided is based in draft regulations, the Executive has
resolved to issue the document as INTERIM guidance.

The document will be revised once the regulations in question have been promulgated and
circulated to solicit stakeholder comments in accordance with the Regulators document
development process.

2 PURPOSE

The purpose of the document is to provide guidance to authorisation holders to implement
nuclear security measures or physical protection systems on facilities in order to prevent theft
or diversion or unauthorised removal of nuclear or radioactive material, and sabotage of
nuclear facilities and associated infrastructure. It also assures effective nuclear security
measures or physical protection systems involving actions capable of causing nuclear
damage.

The technical guidance provides basis for the implementation of nuclear security measures or
physical protection systems as contained in the General Nuclear Security Regulations.

3 SCOPE

The guidance document is geared towards assuring implementation of nuclear security
measures or physical protection systems associated with radioactive material or nuclear
material by authorisation holders of nuclear licences.

4 TERMS, DEFINITIONS AND ABBREVIATIONS

4.1 Terms & Definitions

In these guidance document, any word or expression to which a meaning has been assigned
in the Act or Regulations on nuclear security promulgated in terms of the NNRA shall have the
meaning so assigned, and —

“associated infrastructure” means a nuclear facility or radioactive material facility;

“categorisation of nuclear material” means nuclear material handled or stored in respect
to Category I, Il or Il according to Infcirc 225 Rev.5 at a nuclear facility or during transport in
accordance to Infcirc 274 Rev.1 and its 2005 Amendment;
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“categorisation of radioactive material” means categorisation of radioactive material in
determining applicable varying degrees of physical protection as determined in accordance to
the IAEA Code of Conduct on the Safety and Security of Radioactive Sources or IAEA
Regulations for the Safe Transport of Nuclear Material (TS-R-1);

“force-on-force exercise” means a performance test of the physical protection system that
uses designated trained personnel in the role of an adversary force to simulate an attack
consistent with the threat or the design basis threat;

“graded approach” means application of physical protection measures proportional to the
potential consequence of malicious acts;

“malicious act” means an act or attempt of unauthorized removal or sabotage;

“nuclear material” means source material and special nuclear material as described in the
Nuclear Energy Act;

“security officer” means a person who is entrusted with responsibility for patrolling,
monitoring, assessing, escorting individuals or transport, controlling access and/or providing
initial response;

“target identification” means an evaluation of what to protect, including nuclear material,
associated areas, buildings and equipment, components, systems and functions, without
consideration of the difficulty of providing protection; and

“unauthorized removal” means theft or other unlawful taking of nuclear material.

4.2 Abbreviations

CAS : Central Alarm Station

DBT : Design Basis Threat

DoE : Department of Energy

IAEA ; International Atomic Energy Agency

IDS : Intrusion Detection System

INES : International Nuclear and Radiological Event Scale
NNR : National Nuclear Regulator

NNRA s National Nuclear Regulator Act, Act 47 of 1999
PPS : Physical Protection Systems or Measures

SAS ; Secondary Alarm Station

SSC : Structure, System and Component

SSRP 2 Regulations in terms of section 36, read with section 47

of the National Nuclear Regulator act, 1999 (Act No. 47 of
1999), on Safety Standards and Regulatory Practices
VIP : Very Important Persons
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5 TECHNICAL MEASURES, CHARACTERISTICS AND ATTRIBUTES

5.1 Design Basis Threat (DBT)
5.1.1  The facility should possess an approved national Design Basis Threat (DBT)
authorised by the designated national Competent Authority.

5.1.2  The facility should have a site-specific DBT drawn from the national DBT as provided
by the competent authority.

5.1.3  The site-specific DBT should be acceptable to the head of institution as part of the
facility Nuclear Security Plan.

5.1.4  The site-specific DBT as guided by the national DBT should in relation to changes in
the threat scenario be reviewed as and when required.

5.1.5  The site-specific DBT contents should be protected as a classified document.
5.2  Security risk assessment

5.2.1  Asecurity risk assessment drawn from the site- specific DBT should inform the facility
security plan or the implemented physical protection measures (PPS).

5.22 The applicable security risk assessment should be provided to the NNR for
consideration in determining compliance to acceptable practise.

5.2.3  Attributes and information gathered to develop the security risk assessment should
be accounted for in the security plan and should regarding adversaries as a minimum
address but not limited to:

i. Motivation;

i. Potential targets;
ii. Tactics;
iv.  Capabilities; and
v. Numbers.

5.2.4  The security risk assessment should address insider and outsider threat.

5.3  Security policy

5.3.1 A senior manager or designated senior personnel should be directly responsible for
the security policy.

5.3.2  The policy should address security as part of the total business operation.

5.3.3  The policy should be based on national and/or international legal processes to ensure
effective and adequate nuclear security measures.

5.3.4  The policy should indicate the different role players involved in ensuring adequate
nuclear security measures.

5.3.5 It should be policy that accredited physical protection training is provided to security
personnel.

5.3.6  The policy should indicate interventions for educating or training and retraining of
security staff on the nature of radioactive material or radioactivity.

6
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5.3.7  The policy should indicate the interface and synergy between security and safety
features in preventing and responding to sabotage or theft of radioactive material,
and during emergency circumstances.

5.4  Facility security plan

5.4.1  The security plan should be in place and approved by the NNR.

5.4.2  The security plan of the facility should be informed and directed by the security policy
or applicable corporate policy.

5.4.3 Relevant national authorities for and interfaces with the various security and
emergency services should be addressed in the security plan.

5.44  The security plan should indicate that the NNR and relevant law enforcement
agencies would be working in cooperation during reported or known security
breaches and incidents.

5.45  The security plan should be commensurate with the categorisation of nuclear material
or radioactive material and associated zoning of the facilities in view of the security
concern and applicable PPS for the entire facility.

5.46  As a minimum the security plan should account for:

i. Preventative measures to eliminate introduction of contraband and explosives or
a bomb into the facility;
ii. Procedures for evaluating or handling threatening messages;
iii. Procedures for evacuation and safety of personnel and affected visitors during
safety and security incidents;
iv.  Procedures for searching of explosives or a bomb in vehicles or persons entering
the facility;
v. Categorisation of nuclear material or radioactive material to determine a graded
approach to the implementation of varying degree of PPS;
vi. Procedures for assistance from local or national law enforcement during
response or providing mitigating actions or investigations;
vii.  Procedures for assistance if an explosive device or suspected bomb is found on
the premises;
viii. ~ Procedures to have current listing of security cleared staff and guard force;
ix.  Procedures for vetting and ensuring security clearance for all staff and appointed
guard force;
X. Responsibilities of the security manager or designated senior officer; and
xi.  Responsibilities of security guards and related staff such as information security,
electronic engineering and maintenance staff.

5.4.7  The security plan should provide for effective PPS in respect to Prevention, Detection,
Delay, Assessment, and Response measures.

5.5  Facility characterisation

5.5.1  Activities undertaken in the facility including corporate or commercial activities should
be identified and indicated in the security plan.

5.5.2  The security plan should indicate the nature of radioactive material or radiological
concern the facility and its operation present for safety, protection and security.

5.5.3  The nature of external parties doing business with operator should be indicated.

7
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The physical terrain and geographical features on-site and off-site should be
described.

Weather patterns for the different seasons should be described based on average
climatic conditions and temperature.

For off-site security response, the facility should account for the response force
whether private or provided by State law enforcement agencies.

Residential areas within proximity to the facility up to the maximum of 10 km from the
site should be indicated and described.

A labelled map of the surrounding area should be included in the security plan.
The facility lay-out diagrams should be included in the security plan.

Facility Security Office or Security Function

The authorisation holder should designate a responsible senior officer for security
management who is represented at Senior Management or Executive Management.

The designated senior officer or Senior Management for the security function should
ensure that security management is part of the strategic plan for reaching corporate
goals.

The designated senior officer for security management should be the custodian of
the facility security plan.

As a minimum the senior security officer or manager should be responsible for:

i.  Proper administration of the security programme for the facility and the
organisation;

ii. Development and implementation of site/facility security procedures;

ii. Review of plans for construction or modifications to the facility;

iv. Establishment of security-controlled areas based on restrictions required to
comply with appropriate procedures; and

v. Assurance that security elements are regularly inspected, maintained and
reviewed to provide the required protection levels for the facility/site.

Security clearance and information security

Provision for security clearance and protection of classified information should be
addressed in the security plan.

Access to controlled areas and sensitive information should be determined on the
basis of issued security clearance as per the relevant national legal instrument.

Information security should refer to the system, programme, or set of rules in place
to ensure the protection of information assets in any form which includes at a
minimum the following:

i.  Security of information assets in physical form;

ii. Security of computer systems or computer security;

iii.  Information technology (IT) security or cyber security;

iv.  Security of communication systems and networks;

v.  Security of personnel information and that of third parties (e.g. contractors,
vendors); and

vi.  Security of tangible information, production process and engineering systems,
e.g. (technology).

8
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Target identification

A target identification criterion should be in place to distinguish control systems,
nuclear or radioactive material, information, equment or technological devices,
waste management facilities and so on.

Target identification should identify what need to be protected.
Various targets should be classified in terms of safety and security significance.
Radioactive waste and radiological contaminated material should be identified and
provided with appropriate security measures.

Categorisation of radioactive material or sources
Radioactive material or sources in use and possession of the facility should be
categorised.
Categorisation should be as recommended by international best practises.

Categorisation of radioactive sources should be used to determine the extent of
required security measures.

The facility should consider the risk posed by the radioactive material when dispersed
by fire or explosion.

A controlled register of used and stored sources should be kept by the facility.

During transport of radioactive material or sources in the facility and en route away
and to the facility (off-site), the facility should provide for security measures.

5.10 Warning sign posting

5.10.1

5:10.2

5.10.3

5.10.4

5.10.5

As appropriate warning signs should be placed on the perimeter fence and suitable
barriers to indicate security and legal implications for trespassing or conducting
malicious actions that may lead to the compromise of the physical protection system.

As appropriate warning signs should be placed on the perimeter fence, ports of
access control and suitable barriers to indicate items or packages that are prohibited
or controlled when entering the facility.

Warning signs should indicate the administration under which the facility is being
operated.

The following items should be prohibited from entering the facility or property under
the administrating of the authorisation holder:

i. Explosives;
i. Dangerous weapons;
iii.  Instruments, items or material not directly associated with the operations of the
plant that may cause injury to persons or damage to persons or property;
iv.  Controlled substances such as illegal drugs or narcotics; and
v.  Any other item prohibited under national law.

Controlled items or material such as portal electronic devices capable of recording
information or transmitting data like audio, video, radio frequency, infrared or data
link electronic equipment should not be allowed to enter the facility or controlled
property without prior approval from the facility security management.

9
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5.10.6  The authorisation holder should in the event of doubt, seek further guidance or advice
from the relevant state organ to determine items to be controlled or prohibited.

5.10.7 The facility operating under the NNR conditions of authorisation should develop
procedures to account for, control and restrict items or material entering controlled
areas.

5.10.8 Placement of warning signs on the fence should not interfere or compromise fence-
mounted intrusion detection systems.

5.10.9 Warning signs should be placed at between 15 and 17 meters intervals.

5.10.10 The size of warning to ensure visibility signs should as a minimum be in sizes of 30
x 35 centimetres.

5.11 Access control systems

5.11.1  Access control systems should allow movement of authorised personnel, vehicles
and material into and out of the facility, while detecting and delaying unauthorised
movements.

5.11.2 Access control systems as a minimum should:

i.  permit entry and exit of authorised personnel, vehicles and goods:
ii. detect and prevent entry or exit of contraband (e.g. explosives, metals) goods
and nuclear material; and
iii.  provide information to security personnel to facilitate assessment and response.

5.11.3 Entry and exit into site should be observed and controlled by trained designated
personnel.

5.11.4 Equipment to be utilised by designated security personnel in ensuring detection of
unauthorised entry or exit should include but not limited to the following:

i. Handheld and/or portable detectors
ii. Metal detectors
iii. Special nuclear material detectors
iv. Explosive detectors

v.  X-ray systems permit

5.11.5  Monitoring equipment should have audible and visual alarms monitored by on-post
security officer.

5.11.6  All equipment should be adequately maintained to enhance detection.

5.11.7 The access control systems should consist of structural security supports (e.g.
sensors), barriers (e.g. buildings, fences), controls (e.g. security escorts) as well as
deterrents (e.g. lighting, guards).

5.11.8 In addition to monitoring equipment, there should be provision for manual search
processes (e.g. use of hand-held instruments, manual body search, use of sniffer
dogs, etc.).

5.11.9 There should be provision for access control bypass system in case of a component
malfunction or power failure.

9.11.10 The bypass system on the inspections and detection areas should be adequately
closed or monitored to deter or prevent unauthorised entry.

5.11.11 Processes should be in place to prevent coalescing of searched and unsearched
personnel or vehicles.

10
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5.11.12 Personnel, vehicles and hand-carried items including packages, are to be inspected
to deter and detect unauthorised removal of nuclear and radioactive material or
classified matter from the facility or site.

5.11.13 The access control systems should ensure difficulty for intruder to successfully gain
access as well as provide for accidental intrusion.

2.11.14 The number of access control points should be minimised as possible.
5.11.15 Access control procedures should provide for extra-ordinary events.

5.11.16 Vehicular access controls

i. Procedure should be in place -

(a) to ensure that vehicles entering and leaving the site are monitored for
presence of nuclear material, radioactive material or contraband:

(b) to differentiate vehicle identification passes, VIP cars, emergency
vehicles, pool or company cars, delivery vehicles, freight vehicles and
private vehicles; and

(c) for conducting random or frequent searches on vehicles leaving or
entering the facility.

ii. Vehicles provided access to the site should be recorded in a controlled register.
iii. Processes and procedures should be in place to deter and impede entry and exit
to secured areas.

5.11.17 Personnel access controls

i. All personnel accessing the facility or site should undergo security clearance or
vetting process.
ii. Procedure should be in place -
(a) for all individuals entering the site to identify themselves in a way that
allows direct verification of their access permit;
(b) for determining individual’s access to various areas with or without being
accompanied,;
(c) for conducting random or frequent searches on persons/individuals
leaving or entering the facility; and
(d) to differentiate site personnel, visitors (local or foreign),
contractors/vendors and emergency personnel accessing or leaving the
site.
iii. Controlled areas should be listed and kept on record.
iv. Access by staff, visitors (local or foreign) and contractors to the facility or site
should be as determined in the policy.

5.12 Intrusion Detection System

5.12.1  The intrusion detection system consisting of exterior and interior intrusion sensors,
video alarm assessment, entry control and alarm communication system (all working
as a unit), should be able to detect or announce attempted intrusion into an area, past
a certain point, or within an area.

9.12.2 The intrusion detection system performance should ascribe to the following
fundamental characteristics- (i) probability of detection, (ii) nuisance alarm rate, and
(i) vulnerability to defeat.

5.12.3 Probability of detection

For an effective and successful probability of detection the following should be
considered:

11
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(a) Actions to be detected (walking, jumping, crawling, or running);
(b) Facility conditions;

(c) Sensor hardware design;

(d) Sensitivity adjustment;

(e) Reliability during all weather conditions;

(f) Condition of the equipment; and

(g) Acceptable nuisance alarm rate.

5.12.4 Nuisance alarm rate

The false and nuisance alarm threshold should be determined after analysis and
evaluation. For an effective and successful probability of detection the following
minimum requirements should be applied:

(a) Interior intrusion detection sensor should not average more than one false
alarm per 100 days of operation while maintaining proper detection
sensitivity.

(b) Exterior intrusion detection sensor should not average more than one false
alarm per 24 hours of operation while maintaining proper detection
sensitivity.

(c) Interior intrusion detection sensor used to protect munitions should not
average more than one false alarm per 400 hours of operation while
maintaining proper detection sensitivity.

5.12.5 Vulnerability to defeat

All sensors can be defeated by either a bypass or spoof, the following should be
considered to minimise vulnerabilities:
I Exploitation of sensor physics, signal processing, installation, degradation
factors and site conditions

ii. ~ The Intrusion Detection System (IDS) should be designed, installed, operated
and maintained to ensure that the confidence level is not reduced by the
number of false and nuisance alarms.

iii. ~ All triggered alarms, regardless of the cause should be responded to,
assessed and documented by authorised personnel for analysis and trending
purposes.

iv.  Where economically feasible, the IDS should be designed with independent
redundant data communication paths.

v.  The following types of IDS should as a minimum be employed:

(a) passive or active

(b)  covert or visible

(c) line-of-sight or terrain-following

(d)  volumetric or line detection

(e) application (grouped by mode of application)

vi.  Interior IDS should be designed, installed, operated and maintained to detect
adversaries and initiate an alarm upon attempted intrusion.

vii. External IDS should be capable of detecting an adversary crossing the
detection zone by walking, crawling, jumping, running, rolling or climbing at
any point of the detection zone, with a detection consistent with the
vulnerability assessments.

viii. ~ The IDS communication system should not be utilised to transmit classified
data.

ix. Al IDS should be protected with tamper indication switches

X. Al systems forming the IDS should include CCTV systems, balanced
magnetic switches, sensors associated with the perimeter fence or barriers,

12
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sensors to respond to tampering and cutting of barriers, sensor placement on
windows and vent gates and sensors placed on structures that are not so
robust.

xi.  Alocation for the assessment of triggered alarms should be designated.

xii. The IDS should be robust or hardy to withstand harsh environmental
conditions to ensure reliability.

xiii. ~ The IDS should have a power supply different to that of the general site.

xiv.  Testing procedures should be in place to periodically measure the reliability
and effectiveness of the sensor system.

xv. Maintenance and other modifications to the IDS should always be authorised.

xvi.  All IDS should be protected or shielded from lightning damage.

5.13 Appointment of security officers

5.13.1

To the extent permissible by law, the following requirements should be incorporated
into the facility monitoring procedures:

Screening. A pre-hire screening process shall be required and shall include
background investigations to determine if candidates have felony conviction
records.

Record Verification. Previous employment statements shall be verified, if possible.
Drug Screening and Trustworthiness. Pre-hire drug screening or polygraph tests
shall be performed on all candidates and satisfactory test results shall be a
requirement for any employment opportunity.

Written Policies. A written policy statement providing for mandatory random drug
testing shall be provided.

5.14 Central Alarm Station

5.14.1
5.14.2

5.14.3

5.14.4

5.145

5.14.6

5.14.7

The central alarm station should be classified as a vital area.

There should be provision for a central alarm station (CAS) for responding to or
assessing all signals from the alarm security system, video monitoring, access control
and other security systems designed to detect unauthorised intrusion into controlled
areas of the facility

Appointment of designated staff should as a minimum meet responsibilities in
accordance to:

Security manager

Shift supervisor

Key controller

Assessor(s) of video display
Radio controller
Communications facilitator

A secondary alarm station (SAS) should be established as an alternative alarm
annunciating facility to be available for 24 hour operation.

The secondary alarm station should be capable of providing full command and control
in response to nuclear security events.

The location of the CAS and the SAS should be on separate premises or buildings
within the protected area.

The CAS should operate for 24 hours on a 7 day basis.
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Suitably qualified security officers should be on 24 hour duty at the CAS over a
minimum three shifts.

Security officers posted at the CAS should possess appropriate security clearance
complementary with the most sensitive vital areas and sensitive information being
transmitted.

Access to CAS by designated and authorised security officers should always be on
two-person rule basis.

The CAS should guarantee a non-stop operation in case of design basis threat,
during various meteorological conditions and extraordinary situations.

The CAS should have an established specialised, independent, duplicated and
reliable communication system with the on-site response task force.

The CAS should have an established specialised, independent, duplicated and
reliable communication system with the off-site response task force.

Triggered alarm should annunciate in the CAS indicating the type of alarm and the
affected zone or equipment.

Security officers posted at CAS and SAS should be knowledgeable of applicable
procedures and emergency notification procedures.

Records should be kept of each alarm incident and of any maintenance activity
conducted on the IDS.

5.15 Barriers

5.15.1

5.15.2

5.15.3

5.15.4

5.15.5

5.15.6

5.18.F

Barriers should serve as a physical demarcation of the security area to prevent, deter
and delay unauthorised access.

Barriers should be used to direct the flow of personnel and vehicular traffic through
designated entry and exit points and permit efficient operation of access control.

Barriers should provide the ability to identify and engage adversaries along all
feasible pathways.

All security areas should be enclosed by permanent barriers so as to control, impede
or deny access to the areas.

Penetrations to the security or controlled area through the barriers should as a
minimum be in accordance to:

i. Access control system equivalent to the requirements of the security area
being penetrated;

ii. The same degree of penetration resistance as the barrier they penetrate;

ii. Equivalent protection measures for security areas configuration during
alterations (e.g. during temporary activities, modifications, maintenance or
construction);

iv.  Consider proximity to buildings or overhanging structures; and

v.  Objects that may be used to bridge or scale barriers to enter the security area
should be removed or secured to prevent their unauthorised use.

Barriers should be designed to prevent, deter and deny adversary access (e.g. pass
through, over, under or around) to the protective structures or controlled areas.

Perimeter fence
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Perimeter fence should serve as the outermost protective demarcation of the
physical protection systems of the entire site, designated facilities or building
structure.

Perimeter fence should direct the flow of personnel and vehicular traffic through
designated entry and exit points and exclude unauthorised access.

i. Authorised nuclear facility should entirely be bounded by a double perimeter

fence with a minimum six (6) metre separation.

Gates and access points along the perimeter fence should be limited to enable
effective control of access/egress for workers, visitors, delivery vehicles or
freight vehicles and during emergency evacuation.

Target identification and threat or risk assessment should determine the height
and type of perimeter fence to be used.

All fences and physical barriers should be of good condition and be maintained
in accordance with an approved maintenance programme.

Warning sign posts about hazards within the premises should be placed at
regular intervals along the entire perimeter fence.

Procedures for enhancing security features on the perimeter fence or physical
barriers such as chain-link, heavier wire, smaller openings, barbed selvage or
embedding in the ground or sensor system should be determined by the
applicable threat, risk or vulnerability assessment.

Procedures should be in place when a building interfaces the fence or physical
barrier to enhance balanced prevention of unauthorised access onto the site or
removal of material from the site.

Active patrol of the entire perimeter fence or physical barriers by security
personnel and other intrusion detection systems should be provided.

The inside and outside of the perimeter fence should be free of obstacles by at
least three (3) metres.

Positioning of telephone and electric supply traversing the perimeter fence
should make it impossible to gain access to the facility or pass material or exit
the facility away from designated access portals.

All utility and other barrier penetrations and openings (e.g. storm sewers,
drainage systems, tunnels, etc.) intersecting the security areas should be
secured to deter and /or prevent unauthorised entry.

5.15.8 Building barriers

Walls that constitute exterior security barriers should extend from the floor to
the structural ceiling unless equivalent means are used to provide evidence of
balanced protection to the secured area.

Ceilings and floors should be constructed with building materials that offer
penetration resistance to, and evidence of unauthorised entry into the area.
Doors and windows associated with walls serving as barriers should offer
equivalent penetration resistance to, and evidence of unauthorised entry into
the area.

All utility and other barrier penetrations and openings (e.g. storm sewers,
drainage systems, tunnels, exhaust ducts, etc.) intersecting the security areas
should be secured to deter and /or prevent unauthorised entry.

Hardware (e.g. screws, nuts, bolts. etc.) should be secured to impede removal
and to ensure visual evidence of tampering.

All modifications to the barriers should be authorised by the designated
personnel and documented.
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516 Lighting

5.16.1

5.16.2

5.16.3

5.16.4

5.16.5

5.16.6

The assessment equipment used for determining triggered alarm or routine
surveillance of the facility should have capability to clearly show the physical nature
of the subject that causes the alarm by responding to natural and artificial light.

Lighting equipment should be mounted above camera height or, as and when
suitable, lighting equipment should be mounted to enable illuminance level allowing
for clear depiction of any physical form being assessed without interfering with the
camera’s field of view.

The installed CCTV camera system should as a minimum be configured in producing
a tv signal in accordance to the following factors:

i. llluminance level of the scene;
ii. Spectral distribution of the illumination source;
iii. Object reflectance;
iv. Total scene reflectance;
v. Camera lens aperture;
vi. Camera lens transmittance;
vii.  Spectral response of the camera imager;
viii. ~ Video amplifier gain, bandwidth, and signal-to —noise ratio; and
ix. Electronic processing circuitry.

The CCTV camera sensitivity should as a minimum possess a higher scene
reflectance and greater transmittance than in commonly available cameras.

The following guidance for effectiveness and reliability of the lighting system are as
a minimum provided as follows:

i. To enable assessment of authorised activities and persons at pedestrian and
vehicular entrances including the examination of personnel security badges
and inspection of personnel, hand-held or portable items, packages and
vehicles.

ii. To be positioned so that security guard force are not spotlighted, blinded or
silhouetted by the lights.

iii. ~ To design and place lighting for the enhancement of night vision capabilities
by the security guard force.

iv.  To enable security guard force to observe activities in a given area or security
zone without disclosing their presence to individuals under surveillance or
being observed.

v.  To integrate lighting system with other implemented security measures and
intrusion detection measures such as fixed guard posts, foot patrols, fences
and other barriers and alarm systems.

vi.  To integrate the lighting system to compliment the entire continuous electro-
optical and CCTV assessment systems.

vii. ~ Adequate levels of lighting provided on bordering areas such that the light is
directed outward to clearly identify the intruder and expose anyone
approaching the coverage area.

vii. ~ To allow and enhance for the rapid and reliable assessment of alarms from
the CCTV systems or the security guard force.

Lighting system should be operational to support visual assessment over a 24 hour
period.
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5.16.7  When lighting system is compromised to allow for clear visual assessment night-
vision or thermal imaging should be used.

5.16.8 Light glare should be minimised where possible.

5.16.9 A high contrast between the intruder and the background should be possible to
eliminate shadows or dark areas.

5.16.10 Back-up power supply should be provided for the entire lighting system.

5.16.11 Back-up emergency lighting should be periodically tested to ensure reliability over a
specific sustained period.

. = svwecs SGPPIY 10 Proviae Tor lIgNung snould be regarded as a vital area.

Vi.

The utility contracted to supply water to the facility should be identified.

The radio-analysis and laboratory services should periodically test the quality
and chemical content of water supply to the facility.

The water reservoir or tank designated to supply water to the facility should be
secured.

Water mains, control valve and by-pass valves should be secured against
unauthorised handling.

An emergency water source should be available for back-up water supply.

517.3 Sewage system

All sewage pipes including pipes no longer in use should be identified and
located.
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ii. All access points where sewage pipes enter and exit the facility should be
identified and located.

ii. Sewage pipes should be provided with hardened grid and tamper sensors.

iv. Maintenance works on the sewage pipes should be authorised and be
completed within a specific period.

5.17.4 Ventilation and heating system

i.  All ventilation and heating systems should be identified and located.

ii. All access points where ventilation and heating systems enter and exit the
facility should be identified and located.

iii. ~ Ventilation and heating systems should be provided with hardened grid and
tamper sensors.

iv. Maintenance works on the ventilation and heating systems should be
authorised and be completed within a specific period.

v. Installation of the heating system should be in accordance with prevention of
fires.

5.18 Off-site security response and emergency support

5.18.1  There should be a Memorandum of Agreement/Understanding between the facility
and the outside response agencies.

5.18.2 The agreement should be developed with input from, and be approved by all involved
parties.

5.18.3 The roles and responsibilities of the off-site support agencies should be well defined
SUUPULL LU LIE 1acily by ul-site agencies.

5.18.7 Training for successful deployment for adversary interruption and neutralisation
should include but not limited to the following:

i.  Knowledge of the facility security priorities and vulnerabilities;
ii. Precautions to avoid diversions;
ii.  Adequate movement in and around buildings;
iv.  Adequate night-time response;
v. Adequate deployment; and
vi.  Working together as a response team.

2.18.8  There should be frequent or time-to-time schedules of engagements with all involved
response teams.

2.18.9  There should be documented procedures for deploying adequate off-site security
response and emergency support.

5.19 Uncontrolled scenario or possibilities

5.19.1  Security management should provide procedures for responding to uncontrolled
radioactive material.
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5.19.2 Procedures should provide for when a radioactive source is unshielded, not located
in a device or transport package.

5.19.3

Procedures should be in place for any radioactive source or device that has been
abandoned.

5.20 Modifications and maintenance of PPS

5.20.1
5.20.2

5.20.3

5.20.4

5.20.5

5.20.6

A regular testing and maintenance programme should be established.

Before any authorised modifications and maintenance is undertaken, the holder
should submit the modification and maintenance plan to the NNR.

Procedures should be in place for:

i.  All modifications and maintenance on security measures or PPS to be
authorised by senior management;
ii. Vendors providing maintenance or modifications to be authorised by
recognised entity; and
jii.  Maintenance or modifications on PPS and security measures to be reported to
the NNR.

When any part of the intrusion detection systems or access control implemented for
protecting special nuclear material, classified material, sensitive information and vital
areas in general is out of service, complementary measures to be approved by the
NNR should be put in place.

Preventive measures should be performed on the various subsystems and
components constituting the IDS in accordance to the following factors:

i. Intrusion detection and assessment systems, and components to include
tamper sensors, duress and response systems, and line supervision;
ii. Long range detection and assessment systems;
ii. Personnel and vehicle access control, entry/exit inspection equipment, and
package and hand-held inspection equipment;
iv. Systems and equipment used by the security guard force for detection,
assessment and communication;
v. Emergency power and auxiliary power supply;
vi. Lighting in any zone throughout the facility; and
vii.  Security barriers and delay mechanisms.

The IDS and communication subsystems should be tested periodically to assess
reliability and assurance of effectiveness and adequacy at least once every 12
months in accordance to the following factors:

i. Intrusion detection and assessment systems, and components to include
tamper sensors, duress and response systems, and line supervision;

ii. Long range detection and assessment systems;

ii. Radio frequency communications;

iv. Personnel and vehicle access control, entry/exit inspection equipment, and
package and hand-held inspection equipment;

v. Systems and equipment used by the security guard force for detection,
assessment and communication, and communication capabilities with off-site
response force;

vi. Emergency power and auxiliary power supply; and

vii.  Lighting in any zone throughout the facility.
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5.20.7 During testing, if there is indication of failure or degradation, repair and retesting
protocol should be put in place.

5.20.8 Detection probability for the adequacy of the muitiple sensor system comprising the
IDS should be no less than 95%.

5.20.9 Newly installed intrusion detection systems should undergo an acceptance test,
including a function test and performance test.

5.20.10 For a function test, the minimum design requirements should be in respect of the
detection pattern and orientation within design limits.

5.20.11 A function test should be in conformance with the manufacturer’s specification prior
to acceptance of the installed system.

5.20.12 Testing should ensure that the alarm communication line or data link is capable of
transmitting an alarm signal.

5.20.13 Testing should be able to isolate and indicate possible compromise of the IDS being
tested.

5.20.14 Alarm system components should be tested by means of physical actuation at a
frequency documented in the security plan.

5.20.15 Proper settings for high detection rates with lowest frequency or rate of nuisance
alarm should be tested.

5.20.16 A performance test should be undertaken to ensure ability of the implemented PPS
and associated IDS meet the regulatory requirements.

5.20.17 When conducting performance testing the following factors should be addressed:

i. Malevolent acts

ii. Pathways to the target

ii.  Adversary manoeuvring and tactics

iv. Lowest lighting conditions.

v.  Worst case light-to-dark ratio to determine shadows or dark spots in the field of
view.

vi. Adverse weather and lighting conditions common to the local territory or
environment.

5.21 Testing Criteria

9.21.1  Screening equipment such as explosive detectors, metal detectors and x-ray systems
should be capable of detecting prohibited and controlled items before entering the
facility.

5.21.2  Performance testing procedures for metal detectors should respond to presence of
weapons, firearms, knives and non-ferromagnetic material including stainless steel,
aluminium and steel material.

5.21.3 X-ray machines should provide supplementary detection in addition to metal
detectors and protective personal hand searches for personnel, visitors and service
providers.

5.21.4 X-ray machines should show a discernible image of prohibited and controlled items.
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9.21.5 Wires and other objects that may be electronic in nature should be discernible on the
X-ray machine monitor.

5.21.6  Volumetric interior intrusion detection systems should be tested in respect to walk
tests, voltage variation, temperature and humidity, electromagnetic susceptibility,
vibration, standby power, and shock.

5.21.7 Volumetric sensors should be able to detect a person walking at a rate of 30
centimetres per second within the total field of view of the sensor and its plane of
detection.

5.21.8 Balanced magnetic switches should trigger an alarm when attempt is made to
substitute an external magnetic field.

5.21.9 Balanced magnetic switches should trigger an alarm whenever the edge of the door
is over 2.5 centimetres from the door jamb and when the back edge clears the jamb.

5.21.10 All personnel and contractors to be associated with testing and maintenance of IDS
and the various components of the PPS should have applicable security clearances.

6 TRAINING, REPORTING, PROCEDURES AND RECORDS
6.1  Training
6.1.1  Management and security officers should be trained on the necessary radiation and

radiation protection aspects.

6.1.2 Management and security officers should be trained on required legislative
provisions.

6.1.3  Procedure should be in place to determine use of the various types of weapons such
as batons, automatic rifles, pepper spray or guns.

6.1.4  Approved training procedures for the contracted security vendor or for the facility
providing its own security personnel should be authorised.

6.1.5  All security personnel and management should be certified by an authorised body.

6.1.6  Security officers and management should be trained on what actions to take when
responding to a radioactive source, device, transport package or radioactive material
that has been recovered or intercepted.

6.1.7  Schedules and programs for training of the physical protection personnel should
make provision for adequate response during extraordinary situations.

6.2  Reporting of nuclear security events or incidents

6.2.1  Reporting of nuclear security events or incidents shall be as per section 5.13 of the
General Nuclear Security Regulations.

6.3  Review of procedures

6.3.1  Security procedures should be reviewed every 2 years or as and when required to do
sO.
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Record keeping
Procedures should be in place for security records to be kept for at least 40 years by
the facility.

Records of incidents including testing and maintenance should be documented on-
site in accordance to approved management procedures.

Security records should be accessible to authorised and cleared individuals on need-
to-know basis.
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